Data Protection Notice
Whistleblowing

1. General Information

a) Introduction

The following data protection notices are intended to inform
you about the processing of your personal data in connection
with using our whistleblowing channels and your rights
according to the General Data Protection Regulation (“GDPR”)
and similar applicable data protection laws relating to this
processing.

b) Data Controller

A distinction must be made in terms of data protection
responsibility for the data processing carried out in our
whistleblowing channels:

In the case of a local reporting channel of a group company
(contact details) for which an own employee of the company
is responsible, the respective group company is jointly
responsible within the meaning of Art. 26 GDPR together with
METRO AG.

In the case of a local reporting channel of a group company
(contact details) for which an employee of another company is
responsible (“"Assisting Company"), the respective group
company is jointly responsible within the meaning of Art. 26
GDPR together with METRO AG and the Assisting Company.

In the case of the central online whistleblowing system
("Whistleblowing System"), the affected group company
for which the report is made is jointly responsible within the
meaning of Art. 26 GDPR together with METRO AG.

METRO AG is responsible for the operation of the
Whistleblowing System and the assignment of the reports
received via this system to the respective group companies.
The Corporate Compliance Department based at METRO AG is
generally responsible for the management and follow-up of all
whistleblowing reports within the group. METRO AG's
responsibility is limited to this for reports received via local
reporting channels, unless it is itself affected by the report in
another function.

The Assisting Company performs the tasks of the internal
reporting channel for the respective group company and is
responsible for the data processing carried out in this context.
As a rule, the Assisting Company is METRO AG.

The group company affected by the respective report is
responsible for handling and processing such reports. This
includes, in particular, the measures to remedy a violation
and the obligation to report back to the person providing the
report.

The contact address of METRO AG is Metro-Stralle 1, 40235
Dusseldorf. Contact addresses of the respective group
companies can be found in the data protection notices on the
websites where the respective local reporting channel is
published.

General aspects to the joint control between METRO entities
can be found at:
https://www.metroag.de/en/data-privacy/jointcontrol

c) Data Protection Officer
You can contact the corresponding data protection officers at
any time at the following contact details:

METRO AG, Data Protection Officer, Metro-Strale 1, 40235
Dusseldorf, E-Mail: datenschutz@metro.de

The contact details of the data protection officers of the
respective group companies can be found in the data

Veri Koruma Aydinlatma Metni
Ihbar

1. Genel Bilgiler

a) Giris

Verilerin korunmasina iliskin asadida yer alan aydinlatma
metinleri; ihbar (whistleblowing) kanallarimizin kullanimi ile
badlantil olarak kisisel verilerinizin islenmesi siireci ve s6z
konusu veri isleme bakimindan Genel Veri Koruma Tuzugi
(General Data Protection Regulation, "GDPR") ve yururlukte
bulunan benzer veri koruma yasalari kapsaminda sahip
oldugunuz haklar konusunda sizleri bilgilendirmek amaciyla
hazirlanmistir.

b) Veri Sorumlusu

Ihbar kanallarimiz dahilinde yiritilen veri isleme stireclerine
yonelik veri koruma sorumlulugu agisindan asadidaki sekilde
bir ayrimin yapilmasi gerekmektedir:

Bir grup sirketine ait olan ve o sirketin kendi ¢alisanlarindan
birinin sorumlu oldugu yerel bir ihbar kanali (iletisim bilgileri)
bakimindan, ilgili grup sirketi GDPR Madde 26 kapsaminda
METRO AG ile musterek sorumluluk tasir.

Bir grup sirketine ait olan ve bagka bir sirketin ("Yardimci
Sirket") bir gcalisaninin sorumlu oldugu yerel bir ihbar kanali
(iletisim bilgileri) s6z konusu oldugunda ise, ilgili grup sirketi
GDPR Madde 26 kapsaminda METRO AG ve Yardimci Sirket ile
birlikte mustereken sorumlu olur.

Merkezi cevrimici ihbar sistemi ("Ihbar Sistemi")
bakimindan, yapilan ihbarin ilgili oldugu etkilenen grup sirketi,
GDPR Madde 26 kapsaminda METRO AG ile mustereken
sorumludur.

METRO AG, Ihbar Sisteminin isleyisinden ve bu sistem
araciliflyla  alinan  ihbarlarin ilgili grup  sirketlerine
yoneltilmesinden  sorumludur. METRO AG'de bulunan
Kurumsal Uyum Departmani, genel olarak grup bunyesindeki
tum ihbarct ihbarlarinin  yb6netiminden ve takibinden
sorumludur. METRO AG'nin sorumluludu, ilgili inbardan baska
bir islevi dahilinde etkilenmedidi siirece, yerel ihbar kanallari
tzerinden alinan ihbarlar bakimindan bununla sinirlidir.

Yardimci Sirket, ilgili grup sirketi bakimindan kurum igi ihbar
kanalinin islevlerini yerine getirir ve bu badlamda yiritulen
veri isleme faaliyetlerinden sorumludur. Kural olarak, Yardimci
Sirket METRO AG'dir.

Ilgili ihbardan etkilenen grup sirketi, bu tir ihbarlarin idaresi
ve igleme alinmasindan sorumludur. Bu sorumluluk bilhassa,
bir ihlalin giderilmesine yonelik tedbirleri ve ihbarda bulunan
kisiye geri bildirimde bulunma yukimlulugunu kapsar.

METRO AG'nin iletisim adresi Metro-StraBe 1, 40235
Dusseldorf'tur. Ilgili grup sirketlerinin iletisim adreslerine, ilgili
yerel ihbar kanalinin yayinlandidi internet sitelerinde yer alan
veri koruma aydinlatma metinlerinden erisilebilir.

METRO kurulusglari arasindaki musterek sorumluluda iliskin
iliskin genel hususlara, su badlantidan ulasilabilir:
https://www.metroag.de/en/data-privacy/jointcontrol

c) Veri Koruma Sorumlusu
Asadida bulunan iletisim bilgileri tzerinden dilediginiz zaman
ilgili veri koruma sorumlulariyla iletisime gecebilirsiniz:

METRO AG, Veri Koruma Sorumlusu, Metro-StraBe 1, 40235
Dusseldorf, E-posta: datenschutz@metro.de

Ilgili grup sirketlerinin veri koruma sorumlularinin iletisim
adreslerine, ilgili yerel ihbar kanalinin yayinlandidi internet
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protection notices on the websites where the respective local
reporting channel is published.

2. Information regarding the Processing of Personal
Data

a) Purpose and Legal Basis

The whistleblowing channels serve the purpose of securely
and confidentially receiving, processing and managing reports
regarding violations of the compliance rules of the METRO
Company Group (METRO).

Insofar as a group company is legally obliged to maintain a
reporting channel, the processing of personal data that follows
on the report is legally based on Art. 6 p. 1 s. 1 lit. ¢) GDPR.
Insofar as special categories of personal data are processed,
further legal basis is Art. 9 p. 2 lit. g) GDPR or the applicable
national legal basis for special categories of personal data.
Otherwise, the data processing is based on the legitimate
interest of the group companies to detect and prevent
misconduct and thus avoid damage to METRO, its employees
and customers. This processing is legally based on Art. 6 p. 1
s. 1 lit. f) GDPR. Insofar as the data processing is based on
consent, in particular when transferring information about
identity, the legal basis is Art. 6 p. 1 s. 1 lit. f) GDPR or — in
the case of special categories of personal data — further Art. 9
p. 2 lit. a) and lit. g) GDPR.

Follow-up measures of the individual group companies may be
necessary for the performance or termination of service or
employment relationships and are legally based on Art. 6 p. 1
s. 1 lit. b) GDPR and corresponding national legal bases.

b) Type of the Collected Personal Data

Use of the whistleblowing channels takes place on a voluntary
basis. If you submit a report via the whistleblowing channels,
we collect the following personal data and information:

e your name, if you choose to reveal your identity,

e whether you are employed at METRO, and

e the names of persons and other personal data of
persons that you name in your report.

c) Confidential Handling of Reports and Recipients
Incoming reports are received by a small selection of
expressly authorised and specially trained employees of the
Compliance Department of METRO and are always handled
confidentially. The employees of the Compliance Department
of METRO will evaluate the matter and perform any further
investigation required by the specific case. During the
processing of a report or the conduction of a special
investigation, it may become necessary to share reports with
additional employees of METRO or employees of other group
companies, e.g. if the reports refer to incidents in other group
companies. The latter may be based in countries outside the
European Union or the European Economic Area with different
regulations concerning the protection of personal data. We
always ensure that the applicable data protection regulations
are complied with when sharing reports. All persons who
receive access to the data are obligated to maintain
confidentiality.

As a basic principle we are bound by law to inform the
accused persons that we have received a report concerning
them, unless this threatens further investigations into the
report. In doing so, your identity as whistleblower is not
revealed as far as is legally possible.

With your consent, information from the reports will be
passed on to external parties; otherwise, it will only be passed
on — to the extent permitted by law — to the relevant
investigating and prosecuting authorities or, in this context, to
courts and advisors bound to secrecy under professional law.

sitelerinde yer alan veri koruma aydinlatma metinlerinden
erisilebilir.

2. Kisisel Verilerin Islenmesine iliskin Bilgiler

a) Amac ve Hukuki Dayanak

Ihbar kanallari; METRO Sirketler Grubu'nun (METRO) uyum
kurallarinin ihlaline iliskin ihbarlarin guvenli ve gizli bir sekilde
ele alinmasi, isleme alinmasi ve idare edilmesi amacina
hizmet etmektedir.

Bir grup sirketinin yasal olarak bir ihbar kanali bulundurmakla
yukumli olmasi halinde, ihbarin alinmasiyla elde edilen kisisel
verilerin islenmesinin  hukuki dayanadi, GDPR Madde
6(1)(1)(c) hukmudur. Ozel nitelikli kisisel verilerin islendigi
hallerde ise ilave olarak, GDPR Madde 9(2)(g) veya o0zel
nitelikli kigisel verilere yodnelik yururlikte bulunan ulusal
hukuki dayanaklar da hukuki dayanak teskil eder. Dider
durumlar bakimindan veri isleme faaliyetinin dayanad,
uygunsuz davraniglari tespit edilmesi ve O©nlenmesi ve
boylelikle METRO, calisanlari ve mdusterilerinin  zarar
gbrmesinin 6nune gecilmesi bakimindan grup sirketlerinin
mesru menfaatidir. Bu isleme faaliyetinin yasal dayanadi,
GDPR Madde 6(1)(1)(f) hukmuddr. Veri islemenin rizaya
dayall oldugu durumlarda, bilhassa kimlik bilgilerinin
aktarilmasl s6z konusu oldugunda, hukuki dayanak GDPR
Madde (6)(1)(1)(a) hukmui; 6zel nitelikli kisisel veriler
bakimindan ise GDPR Madde (9)(2)(a) ve (g) hukmudur.

Farkh grup sirketleri i¢cin hizmet veya isci-isveren iliskilerinin
yurdtilmesi veya sona erdirilmesi bakimindan mauteakip
tedbirlerin alinmasi gerekebilir ve bu tedbirlerin hukuki
dayanadli GDPR Madde (6)(1)(1)(b) hikmi veya ilgili ulusal
hukuki dayanaklardir.

b) Toplanan Kisisel Verilerin Niteligi
Ihbar kanallari, génullilik esasiyla kullanihr. Ihbar kanallari
tzerinden bir ihbarda bulunmaniz halinde tarafimizca,
asadidaki kisisel veri ve bilgiler toplanir:

. kimliginizi agiklamay! tercih etmeniz halinde isminiz,

. METRO calisani olup olmadidiniz, ve

e ihbarinizda ismini verdiginiz kisilerin isimleri ve diger
kisisel verileri.

c) Inbarlarin ve inbarlari Alanlarin Gizli Tutulmasi

Gelen ihbarlar, METRO Uyum Departmaninin agik¢a
yetkilendirilmis ve 6zel olarak editilmis az sayida calisanina
iletilir ve bu ihbarlar daima gizlilik icerisinde ele alinir.
METRO'nun Uyum Departmaninin c¢alisanlari ilgili meseleyi
dederlendirir ve duruma o©zel gerekli olan her turlu ilave
incelemeyi gercgeklestirir. Bir ihbarin isleme alinmasi veya 6zel
bir incelemenin yiritilmesi esnasinda, 6rnedin ihbarlarda
baska grup sirketlerinde gerceklesen olaylara atifta
bulunulmasi halinde, ihbarlarin METRO'nun dider galisanlariyla
veya dider grup sirketlerinin calisanlariyla paylasiimasi
gerekebilir. S6z konusu dider grup sirketleri, Avrupa Birligi
veya Avrupa Ekonomik Alani disinda olan ve Kkisisel verilerin
korunmasina iliskin farkli dizenlemeler uygulayan Uulkelerde
yerlesik olabilir. Thbarlarin paylasiimasinda daima gecerli veri
koruma duzenlemelerine uygun hareket edilmesi tarafimizca
temin edilir. Verilere erisimi olan tum Kisiler, gizliligi muhafaza
etmekle yukumludur.

Temel bir ilke olarak, ihbarlarla ilgili incelemelerin
surdurulmesi bakimindan bir tehlike teskil etmedigi miuddetge,
itham edilen kisileri, haklarinda bir ihbarin alindigi konusunda
bilgilendirme yukumlulugu tasimaktayiz. Bu sirecgte ihbarc
olarak kim oldugunuz, yasalarin izin verdidi olcide ifsa
edilmeyecektir.

Rizanizin varlidi halinde, ihbarlardan elde edilen bilgiler kurum
digi taraflara aktarilacaktir; rizanizin bulunmamasi halinde ise
s6z konusu bilgiler yalnizca, yasalarin izin verdigi 6lgide, ilgili
sorusturma ve kovusturma makamlarina veya bu badlamda

(v3.1)




d) Retention

Personal data is retained for as long as necessary to clarify
the situation and perform an evaluation of the report or a
legitimate interest of the company exists or it is required by
law. As a rule, the data is stored for up to three years after
the final assessment of the case. If indicated by special needs,
in individual cases the period may be up to seven years. If
Polish companies are responsible, the period is five years from
the date of notification.

e) Data Security in the Whistleblowing System
Communication between your computer and the
Whistleblowing System takes place over an encrypted
connection (SSL). Your IP address will not be stored during
your use of the Whistleblowing System. In order to maintain
the connection between your computer and the
Whistleblowing System, a cookie is stored on your computer
that merely contains the session ID (a so-called null cookie).
This cookie is only valid until the end of your session and
expires when you close your browser. It is possible to set up a
postbox within the Whistleblowing System that is secured with
an individually chosen pseudonym / user name and password.
This allows you to send reports to the responsible employee
at METRO either by name or in an anonymous, safe way. This
system only stores data inside the Whistleblowing System,
which makes it particularly secure. It is not a form of regular
email communication.

When submitting a report or an addition, you can
simultaneously send attachments to the responsible employee
of METRO. If you wish to submit an anonymous report, please
take note of the following security advice: Files can contain
hidden personal data that could compromise your anonymity.
Remove this data before sending. If you are unable to remove
this data or are unsure how to do so, copy the text of your
attachment into your report text or send the printed
document anonymously to the address listed in the footer,
citing the reference number received at the end of the
reporting process.

The Whistleblowing System is operated by a specialised
company, People Intouch B.V., Olympisch Stadion 6, 1076 DE
Amsterdam, The Netherlands, on behalf of METRO. Personal
data and information entered into the Whistleblowing System
are stored in a database operated by People Intouch B.V. in a
high-security data centre. Only METRO has access to the data.
People Intouch B.V. and other third parties do not have
access to the data. This is ensured in the certified procedure
through extensive technical and organisational measures. All
data are stored encrypted with multiple levels of password
protection so that access is restricted to a very small selection
of expressly authorised persons at METRO.

3. Your Rights

As the data subject, you can contact our data protection
officer at any time by sending an informal communication to
the contact details mentioned above under 1. c) to exercise
your rights according to GDPR. These rights are as follows:

e The right to receive information about the data
processing and a copy of the processed data (Right
of access, Art. 15 GDPR)

e The right to demand the rectification of inaccurate
data or the completion of incomplete data (Right to
rectification, Art. 16 GDPR)

e The right to demand the erasure of personal data
and, if the personal data has been made public, the
information to other controllers about the request of

mahkemelere ve mesleki yasalar kapsaminda
yukumlulugu tasiyan danismanlara aktarilacaktir.

gizlilik

d) Saklama

Kisisel veriler, durumun agciklida kavusturulmasi ve ihbari
dederlendiriimesi bakimindan gerekli oldugu veya sirketin
mesru menfaatinin bulundugu veya yasalarin gerektirdigi siire
boyunca saklanir. Kural olarak veriler, durum uzerinde yapilan
nihai dederlendirmeden sonra ¢ yila kadar bir sureyle
saklanir. Ozel ihtiyaclarin s6z konusu olmasi halinde ise
munferit durumlarda bu stre yedi yila kadar uzayabilir.

e) Ihbar Sisteminde Veri Givenligi
Bilgisayariniz ile Ihbar Sistemi arasindaki iletisim, sifreli bir

baglanti (SSL) uzerinden gerceklesir. Ihbar Sistemini
I_(ullandlélnlz esnada IP adresiniz saklanmaz. Bilgisayariniz ve
Ihbar Sistemi arasindaki badlantlyr surdirmek igin,

bilgisayarinizda yalnizca oturum kimliginin bulundugu (bos
cerez olarak adlandirilan) bir ¢erez saklanir. Bu cerez yalnizca
oturumunuz sona erinceye kadar gecerlidir ve tarayicinizi
kapattiginizda sona erer. Ihbar Sistemi dahilinde, bireysel
olarak secilen bir takma ad / kullanici adi ve sifre ile giuvenligi
saglanan bir posta kutusu olusturulabilir. Bu sekilde ihbarlari,
METRO'daki sorumlu calisana isminizle veya anonim olarak,
guvenli bir gekilde gonderebilirsiniz. Bu sistem, verileri
yalnizca Ihbar Sistemi icerisinde depolar. Sistemi giivenli hale
getiren de bilhassa bu 6zelliktir. Bu sistem, duzenli e-posta
iletisimi biciminde dedildir.

METRO'nun sorumlu calisanina bir ihbar veya ek bilgi iletirken,
es zamanli olarak ekler de gonderebilirsiniz. Anonim bir
ihbarda bulunmak isterseniz, su guvenlik tavsiyelerini dikkate
almanizda fayda olacaktir: Dosyalar, ihbarinizin anonim
niteligini tehlikeye atabilecek gizli kisisel veriler icerebilir.
Ihbari géndermeden 6nce s6z konusu verileri kaldirin. Bu
verileri kaldiramiyorsaniz veya nasil kaldiracaginizdan emin
dedilseniz, gonderecediniz ekte yer alan metni ihbar metnine
kopyalayin veya basili belgeyi, altbilgide belirtilen adrese,
ihbar slrecinin sonunda alinan referans numarasini da
belirterek anonim sekilde génderin.

Ihbar Sistemi, METRO adina, alaninda uzman bir sirket olan
ve People Intouch B.V., Olympisch Stadion 6, 1076 DE
Amsterdam, The Netherlands adresinde bulunan People
Intouch B.V. tarafindan isletilmektedir. Thbar Sistemine girilen
kisisel veriler ve bilgiler, People Intouch B.V.'nin yuksek
guvenlikli bir veri merkezinde isletmekte oldugu bir veri
tabaninda saklanir. Verilere yalnizca METRO'nun erigimi
vardir. People Intouch B.V. ve bagka ucincu taraflarin s6z
konusu verilere erisimi bulunmamaktadir. Bu erisim
kisitlamasi, onayl bir prosediur dahilinde kapsamli teknik ve
idari tedbirler yoluyla sadlanir. Tum veriler, erisimin METRO
binyesinde acik¢ca yetkilendirilmis c¢ok az sayida kisiyle
sinirlandirilmasi adina c¢oklu sifre koruma seviyeleriyle
sifrelenmis sekilde saklanir.

3. Haklariniz

Ilgili kisi (veri sahibi) sifatiyla GDPR kapsaminda sahip
oldugunuz haklari kullanmak igin, yukarida 1. c¢) boluminde
belirtilen iletisim Dbilgileri Uzerinden resmi olmayan bir
bildirimde bulunmak suretiyle dilediginiz zaman veri koruma
sorumlumuzla iletisime gecebilirsiniz. S6z konusu haklar
asadidaki sekildedir:

e Veri isleme hakkinda bilgi alma ve islenen verilerin
bir kopyasini alma hakki (Erisim hakki, GDPR Madde
15),

. Hatali verilerin duzeltilmesini veya eksik bilgilerin
tamamlanmasini talep etme hakkl (Duzelttirme
hakki, GDPR Madde 16),

. Kisisel verilerin silinmesini ve Kkigisel verilerin
alenilestirilmis olmasi halinde, silme talebi konusunda
diger sorumlularin bilgilendirilmesini talep etme hakki
(Sildirme hakki, GDPR Madde 17),
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erasure (Right to erasure, Art. 17 GDPR)

¢ The right to demand the restriction of the data
processing (Right to restriction of processing, Art. 18
GDPR)

e The right to receive the personal data concerning the
data subject in a structured, commonly used and
machine-readable format and to request the
transmittance of this data to another controller
(Right of data portability, Art. 20 GDPR)

e The right to object to the data processing in order to
stop it (Right to object, Art. 21 GDPR)

e The right to withdraw a given consent at any time in
order to stop a data processing that is based on your
consent. The withdrawal has no affect on the
lawfulness of the processing based on the consent
before the withdrawal (Right of withdrawal, Art. 7
GDPR)

e The right to lodge a complaint with a supervisory
authority if you consider the data processing to be an
infringement of the GDPR (Right to lodge a complaint
with a supervisory authority, Art. 77 GDPR).

If your personal data are processed on the basis of
legitimate interests pursuant to Art. 6 p. 1 s. 1 lit. )
GDPR, you have the right to object to the processing of
your personal data pursuant to Art. 21 DSGVO,
provided that there are reasons for doing so arising
from your particular situation. If you wish to exercise
your right of objection, all you need to do is send an
email to the contact details mentioned above under 1.

c).

e Veri isleme faaliyetinin kisitlanmasini talep etme
hakki (Iisleme faaliyetini kisitlanmasi hakki, GDPR
Madde 18),

. Iigili kisiye iliskin kisisel verileri yapilandirimis,

yaygin kullanilan ve makinece okunabilir bir formatta
alma ve bu verilerin bagka bir veri sorumlusuna
iletilmesini talep etme hakki (Veri tasinirhdi hakki,
GDPR Madde 20),

e Veri isleme faaliyetini durdurmak amaciyla veri
isleme faaliyetine itiraz etme hakki (itiraz hakki,
GDPR Madde 21),

. Rizaniza dayali veri isleme faaliyetini durdurmak igin
verilmis rizayl herhangi bir zamanda geri ¢ekme
hakki. Rizanin geri ¢ekilmesi, bu geri ¢cekme islemi

oncesinde rizaya dayali gerceklestiriimis isleme
faaliyetinin  yasal niteligi  Uzerinde bir etki
olusturmayacaktir (Rizayl geri ¢cekme hakki, GDPR
Madde 7),

e Veri isleme faaliyetinin GDPR hukumlerini ihlal
ettigini dusinmeniz halinde dizenleyici makama
sikayette bulunma hakkl (Dizenleyici makama

sikayette bulunma hakki, GDPR Madde 77).

Kigisel verilerinizin GDPR Madde 6(1) (1) (f) kapsaminda
mesru menfaatlere dayali olarak islenmesi halinde,
GDPR Madde 21 uyarinca Kkisisel verilerinizin
islenmesine itiraz etme hakkiniz bulunmaktadir, ancak
bu tdr Dbir itirazda bulunabilmeniz icin, icinde
bulundugunuz 6zel durumdan kaynaklanan sebeplerin
mevcut olmasi gerekir. Itiraz hakkinizi kullanmak
istemeniz halinde, 1. c¢) bdlumunde belirtilen iletisim
bilgileri Gizerinden bir e-posta gondermeniz yeterlidir.
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